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198 512-bit

11 768-bit

16477 1024-bit

29 2048-bit RSA moduli

1.5 hours ($5 of EC2 compute time)



Algorithm

1. Collect RSA moduli.

2. Calculate ged(N;j, Nj) for all (7, ).



Obtaining RSA moduli

Scanned IPv4 space for TLS certificates, SSH host keys.

Obtained 11,170,883 distinct moduli.
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individual Internet users, there is nothing an individual can do about it.

The operators of large Web sites will need to make changes to ensure the

security of their systems, the researchers said.
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D @ Certificate Viewer: www.bankofamerica.com

General Details

Certificate Hierarchy

- Builtin Object Token:VeriSign Class 3 Public Primary Certification Authority
- VeriSign Class 3 Extended Validation SSL CA
www.bankofamerica.com

Certificate Fields

- Subject Public Key Info 1
Subject Public Key Algorithm
Subject's Public Key

- Extensions
Certificate Basic Constraints

Field Value

Modulus (2048 bits):
BC 5B
AB 44
1A 46
AB BC
47 FO
B6 9E

50 C8 A4 84
DE 44 A2 95
87 AA 07 D2
42 EE BB A9
44 F4 9D CD
4D 97 8E 5B
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